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1 PA3BEPTbIBAHVE NHOPACTPYKTYPbl N BA3blI
AAHHbDBIX

1.1 YcraHoBka CYB/l SQL Server n oONO/IHUTEJIbHbIX
MHCTPYMEHTOB

MocnepHioto Bepcnto CYB[ SQL Server MOXHO ckayaTb CO CTpaHuubl https://www.microsoft.com/ru-
ru/sql-server/sql-server-downloads. MNMocne ckaunBaHus yctaHoButb CYB[ SQL Server Express Ha cBol

KOMMblOTEP.

Ons ypobcTtBa ynpaBneHnem CYB/[ MoxHO ycTaHoBUTb SQL Server Management Studio (SMSS) co
cTpaHuubl https://docs.microsoft.com/ru-ru/sqgl/ssms/download-sgl-server-management-studio-
ssms?view=sqgl-server-verl5. B ganbHelweM B pyKOBOACTBE NoApa3yMeBaeTcs, UTo SMSS ycTaHOB/EH.

1.2 Hactpouka CYB[] SQL Server

OTkpbITb SQL Server Configuration Manager. B neBon pabouei obnactmn HaxaTb Ha SQL Server Services,
3aTeM B npasBok pabouel 06n1acTn BbIbpaTh HYXHYIO ClTyX6y.

Sql Server Configuration Manager
@aiin  Jdedcteme  Bug  Cnpaska

=76 =H

Aucoeryep KoHdurypaumn SOL Server (Noks) | e COCTOAHWE .
—

Cryx6el SQL Server saLs - 1 SOL Server (SOLE... Breinocnnserca ABTOMETMHECKN NT Service\MSS0LS... 3392 S0L Server

-' Hmmum”wpa":mt. QCI.EN:;L;L P TERT SOIL Server.  OcTanosnens TPy Toe (Barpysoune . N1 AUTHORTNE.  © T Agen

. MacTpouka knenTa Hative Liien 5 @OﬁospesaTaﬂb 5. OcTaHoBNEHE Apyroe (3arpysoun.. NTAUTHORITWLO.. 0

_E_ Cetesan KoHgurypaumna SOL Server
% Hactpoiika kawenta Mative Client SQL e

OTKpoeTCs OKHO Cco cBoMcTBaMm SQL Server. HacTpokmn no yMo/a4aHU, KpOME HacTpoekK Ha BKlaake
FILESTREAM, KoTOpble HaA0 YCTaHOBUTb, KaK Ha CKPUHLIOTE:
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Ceofcrea: SOL Server (SOLEXPRESS) ? >

IPYNNel AOCTYNHOCTA Alwayson MapaMeTpel Zanycka LononHUTENEHD
Bxon Cnyba FILESTREAM

[v Paspewwnte FILESTREAM npu gocTyne 4epes Transact-SOL

v Pazpewmnte nprMeHeHne FILESTREAM npH MCMoNb30BaHMM
thafnoBoro BEOAE-BHIB0AS

Vs obweit mankn Windows: [ sqLEXPRESS

¥ PaspelwmTs yaaneHHkIM KIMEHTEM NoNYYaTs A0CTYM K A3HHEIM
FILESTREAM

OTmeHa [MpUMEHKTE Cnpaeka

1.3 PazMmelwleHue 6a3bl AaHHbIX

BoccTaHoBUTb 6a3y AaHHbIX M3 NpefocTaBneHHOro 63akana. bakan MOXHO ckayaTb MO CCblKe,
npeaoCTaBNE€HHOM CUCTEMHBIM aAMUHUCTPATOPOM. OAMH M3 BO3MOXHbIX CMOCO60B BOCCTAHOBJIEHUS:

1. OtkpbiTb SQL Server Management Studio (SSMS).

2. MNoagxknouutbea k CYBA. WMa cepBepa MOXHO ykasatb kak “.\SQLEXPRESS”. [lposepky

noasIMHHOCTK BblbpaTb — Windows. o yMonyaHuilo y4éTHas 3anmcb MoJsib30BaTens SBAsSIeTCs
aaMuHuctpatopom CYB/.
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of CoeanHenue ¢ cepeepom X

SQL Server

Twn cepeepa: Anpo CYEO w
MmMA cepeepa: || w
[poBepka NoANKMHHOCTI: MNpoeeprka noamuHHocT Windows w

CmaeHa Cnpaeka MNapameTtpel ==

3. HaxaTb npaBoy KHOMKOM Ha 6a3bl AaHHbIX U BblIbpaTb NYHKT «BoccTaHoBMTb H6a3bl AaHHbIX». CnenoBaTth
yKa3aHWsIM MacTepa BOCCTAHOBAEHUS 6a3bl AaHHbIX.

1.4 HacTtpouka nosib3oBatena SQL Server n ayteHTMdpumnkaymm

B SMSS nepekntounTtb ayTeHTUdMKaumio Ha «lMpoeepka noanmHHoctn SQL Server n Windows». [1ns atoro
HYXHO:

lMpaBon KHOMKOM Ha cepBep.
BbibpaTb NyHKT «CBOMCTBa».
OTKpbITb BKNaAKy «bezonacHocTb».

YctaHoBuTb «CepBepHYI MpPOBEPKY MOASIMHHOCTU» Ha «[lpoBepka nogannHHoctu SQL Server wm
Windows»:

el N

BriGop cTpaHm
& Obuwe
K MNamsme
Dogueccan:
CepeepHas nposepia noAMHHOCTH
Saperndsprposars... ==
F MapameTpel Baskl AaHHEX
# [DononsutensHo
# Paspewerma

T Copurr @) Crpameca

OtenroduTs

(®) Mposepka nogmHHocv Windows

Cosparesanpoc O Mposepka noanmoc SAL Server n Windows

Monurop akmenocn

Ayt Bxona
O Her

@ Toneko HeycnewHsie NoNMdv Bxosa

3anyctufe
OcranoshTs
MpuoctafiosnTs

(O Toneko yonewHsie nonsmki Bxoaa
BosoGrofure

Mepesanycturs O Bee noneimen sxona

Monntu » CepsepHan yyeTHaA 3aNKCe TIOCPEAHNK

Acnexme [ BmounTs cepapHyio yueTHyto Samce fiocpe e

Sanycrumd PowerShell

Azure Daty Studio 3

Coepwneswe | e

Cepeep!
Oruersr R MZLOBIN-PC MapawmeTpe!

Coemenme: [ Brwowwms cooTeTcTaMe cTangapTy Common Criena
MOS\mzlobin

[] BrwounTe TRaccuposky ayanta C2
Crovictsa

W Moocvomers caolicrss coe

[] MexBasossie uenouin snagerns

LNob6asutb Nma anga Bxoaa. [ns 3TOro HyXHO:

1. OtkpbiTb CYB/ - Ba3sbl gaHHbIX > BoccTraHoBneHHasa 6a3a AaHHbIX - be3onacHoCTb.

2. [MpaBoi KHOMKOM HaxaTb Ha «MMeHa AN BXoAa» B BbiNagatoleM MeHio BbibpaTb «Co3gaTtb uUMs
ANga BxXoaa».

3. 3anofHuTb MHQOpMaLMIO COrfacHO CKPMHWOTY. B none naponb ykasaTb CNeaylowuin naposnb,
NpeAoCTaBNEHHbIM CUCTEMHBIM aAMUHUCTPATOPOM:
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B Cozaanue umenn ans sxopa - (] X
Bui6op crpamum =
& Obwwe L7 Cepunr © Crpaeca
& Pomm cepsepa
K Conocrasnerue nons3oBatent  Yima ang Bxona: lawuw I Hadm
F 3aw o6
5 Coc;mﬁ:eem e O TMposepka noanurHocT Windows
(® MMposepka noamHocT SQL Server
MNapone: loooooooooo I
Moameepx aerme napons: lotooooooool I

[[] TpeGosam ucnonssosarue nomumvku naponeit

(O Conocrasnerue c cepipuKkaTom

(O ConocTasnete ¢ aCHMMETPUYHBIM KNIOYOM

< >
[J Conocrasums ¢ yuemnivi aarHsIMu v || [OoBasums
. ConocTasnetHble yueTHbie Yyemie a...  Moctasuwx
Ceoseo: RaHHbIE
Coeprenve:
¢¥ [pocmotpem ceoilcTea coes
Xoasuinonxesnm Ynanums
lovoeo Ba3a RaHHbIX N0 YMOMYaHO: master =
A3biK No yMONYaHWIO: SO ORI M

O

Job6aBuTb B SQL Server nonb3oBaTtens appuser. HazHauuTb nonb3oBaTento appuser ponb db_owner ans
BOCCTaHOBJ/IEHHOM 6a3bl AaHHbIX. /1S 3TOro HYXHO:

1. OtkpbiTe CYB/[ - ba3bl AaHHbIX - BocctaHoBeHHasn 6a3a AaHHbIX - be3onacHOCTb.
2. T[paBoii KHOMKOM HaxaTb Ha «[llonb3oBaTenn» W B BbiNagalOWeEM MeHO BbibpaTb «Co3a4aTbh
nosib3oBaTens...»:

Hele Basbl AdHHBIX
HTANEHEIE CHUMKN B33kl AdHHBIX

Tatnuuwl
MpeacTaened

BEEBHBH

BrewiHue pecyy

CHHOHWUMEI
Mporpammupoeadige
KomnoHeHT Service B
ApaHunuwe

=] BesonacHocTe

3. 3anonHuTb MHhOPMaLMIO COrMacHO CKPMHLWOTY. Ha Bknaake «4YneHcTso» BblbpaTb db_owner.
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@ Nonbzoeatens Gaser ganHs - Co3gaTs
BriGop crpamag: I *@C

& Ofwwe o o g
K Cobcreeriie cxembl
& Unencteo
& 3aumuaemsie ovekTsl
F Pacwwpenrsie caoicTea

Tun nonososatens:

Monososatens SQL ¢ umerem ans exona

Vima nonssosarens:

|5W-ﬁ?f

Wma ana exopa:

[apoused

Cxema No yMonuaHmo:
|

Coeannenme

Cepaep:
Coemmenme:

v¥ [pocmotpets ceoitcTea coes

Xopa eunonxesmn

1.5 CospaHue pannoBoro xpaHuwauiia

CozpgaTb nanky FileStorage Ha aucke C.

ABTOMaTM3MpPOBaHHasa cucTemMa y4y€Tta AOroBOpoB
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2 PA3BEPTbIBAHUE NHOPACTPYKTYPbI CJITY>XbbI
YBEJOMJIEHUW PABOYEIO MECTA
NOJIb3OBATEJIA

2.1 PasmMeleHme 1 3anyCckKk KOHCOJIbHOMU Cny>k6bl

CkauaTb apxuB Mo CCblIKe, NpefoCTaBNEeHHON CUCTEMHbBIM aAMUHUCTPATOpPOM. PacnakoBaTtb dannbl B
nanky C:\ConsoleServices\. 3anycTntb KOMaHAHY CTPOKY C NpaBaMuv agMUHUCTPATOPa W BbINOJHUTb
KOMaHAay:

& “C:\ConsoleServices\CreateAndRegisterService.psl”

ByaeT cosaaH nosib3oBaTeNb ANs CNYX6bl, 3aperncTpupoBaHa M 3anylleHa KOHCONbHas cnyxba.

ABTOMaTM3MpOBaHHasA cucTteMa y4yéta 4OroBopoB 9
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3 PA3BEPTbIBAHUE NHOPACTPYKTYPbl BEB-
KIIMEHTA PABOYEIO MECTA TMNOJIb3OBATEJA

3.1 YcTtaHOBKa M HacTtpoMka IIS

3.1.1 Windows Server

HacTpouTb KOMMOHEHTbI OC kak M306pa>|<eHo Ha CKPpUHLIOTaxX:

Select server roles

3

Add Roles and Features Wizard

Select one or more roles to install on the selected server.

Roles

[ Active Directory Certificate Services

[ Active Directory Domain Services

[ Active Directory Federation Services

[ Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services

[ Application Server

[ DHCP Server

[J DNS Server

[ Fax Server

[E] File and Storage Services (2 of 12 installed)
5] File and iSCS! Services (1 of 11 installed)

9 Storage

[ Hyper-v

[] Network Policy and Access Services
[ Print and Document Services

[ Remote Access

[ Remote Desktop Services

[ Volume Activation Services

[] Windows Deployment Services

[ Windows Server Essentials Experience

[ Windows Server Update Services

Description

Web Server (IIS) provides a reliable, manageable, and

scalable Web application infrastructure.

Cancel

ABTOMaTM3MpOBaHHasA cucTteMa y4yéta 4OroBopoB
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Select role services

Before You Begin

Select the role services to install for Web Server (IIS)

Installation Type Role services

Server Selection
Server Roles

Features

Web Server Role (Ii5)

Confirmation

4

4

/eb Server
Common HTTP Features.

Defauit Document
Directory Browsing
HTTP Errors
Static Content
[] HTTP Redirection
[] WebDAV Publishing
Health and Diagnostics
HTTP Logging
[ Custom Logging
[ Logging Tools
[ ODBC Logging
[ Request Monitor
[ Tracing
Performance

[V Static Content Compression

[] Dynamic Content Compression
Security
Request Filtering
[ Basic Authentication
[ Centralized SSL Certificate Support
[ Client Certificate Mapping Authentication
[ Digest Authentication
[ 1S Client Certificate Mapping Authentication
[ 1P and Domain Restrictions
[ URL Authorization
[] Windows Authentication
Application Development
[ .NET Extensibility 3.5

B

Select role services

Before You Begin

Select the role services to install for Web Server (IIS)

Installation Type Role services

DESTINATION SERVER
WIN-0529700FC09

Description

ASP.NET provides a server side object oriented
programming environment for building Web sites
and Web applications using managed code. ASP.NET
45 s not simply a new version of ASP. Having been
entirely re-architected to provide a highly productive
programming experience based on the NET
Framework, ASP.NET provides a robust infrastructure
for building web applications.

[ < Previous | [ Next> ] Install | [ Cancel |

Server Selection
Server Roles

Faatures

Web Server Role (IS)

Confirmation

[T
[ Dynamic Content Compression
Security

Request Filtering

[] Basic Authentication

[ Centralized SSL Certificate Support

DESTINATION SERVER
WIN-0520700FC09.

Description

ASP.NET provides a server side object oriented
programming environment for building Web sites
and Web applications using managed code. ASP.NET
45 s not simply a new version of ASP. Having been
entirely re-architected to provide a highly productive
programming experience based on the NET
Framework, ASP.NET provides a robust infrastructure
for building web applications.

[ Client Certificate Mapping Authentication
[] Digest Authentication
[] 1S Client Certificate Mapping Authentication
[ 1P and Domain Restrictions
[ URL Authorization
[J Windows Authentication -
4 Application Development
[ .NET Extensibility 3.5
{NET Extensibility 4.5
[ Application Initialization
O asp
[ ASP.NET 35
O cal
ISAP Extensions
ISAPI Filters
[J Server Side Includes
[] WebSocket Protocol
4 [ FTP Server
[ FTP Service
[ FTP Extensibility

Management Tools

1IS Management Console
[ 1S 6 Management Compatibility
[ 1iS Management Scripts and Tools

[] Management Service =

<Previous | [ Next> | | install | [ Cancel

3.1.2 Windows

OTKpbITb: MaHenb ynpasneHns - YcTaHOBKa M yaaneHve nporpamm - BkiouyeHne n oTKIoveHne
KoMnoHeHToB Windows. YCTaHOBUTb rasiouku Ha crieaylowme nyHKTbl:

e Cnyxb6nbl IIS.
e  Cnyxbbl IIS - KoMnoHeHTbl pa3paboTku npunoxeHut > ASP .NET.
e OcTanbHble NYHKTbl NPOCTABATCA MO YMOMYaHUIO:

ABTOMaTM3MpoBaHHas cucremMa y4éta 40rosopoB
MHCTpYKLUMSA MO YyCTaHOBKE Ha cepBepe
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[l Komnonentsl Windows — O >
BraroueHWe MaM OTKAHOUYEHWE KOMIMOHEHTOE 0
Windows

UroGel BRAMIYUTE KOMIOHEHT, YCTAaHOBWTE ero dunamok. Ytobel
OTEIHIYUTE KOMIOHEHT, CHUMWTE erc guiaxok. 3aTeHeHHbIl gnaxok
03HAYAET, 4T KOMIMOHEHT BEAHIYEH YaCTUYHO,

=fm | Caybe 1S "
L H-cepeep
= @ | ChyxBel MHTepHETa
[m] | BesonacHocTs
= W Komnonents paspaBoTin npraoseHmii

MET Extensibility 4.3

[]  ASP

[ ]  ASP.MET3.S5

L1 | Cal

] MHULMannIauma NpuacseHni

[1 | Mpotokon WebSocket
Paciumpenun 15AP]

[]  Pacwwpaemocts MET 3.5

[]  CepeepHble BKAOHEEMBIE MOZY.IM
DuneTpel ISAP|

W]  OBwme pyHkan HTTP
W]  Mpoeepka paboTocnocoBHOCTM M AMATHOCTHKS
(W] | ®yHKuwM NoBbILWEHNA BoICTpOAEHCTENA
W] | Cpeactea ynpaeneHus Bef-caiiTom v

3.2 flononHuTesnbHaA HacTtpouka OC

3.2.1 YcraHoBKa .Net Core

Onsa pabotbl nporpammbl Tpebyetcs Hanmumne .NET Core. CkadaTb MOXHO C caiTa Microsoft:
https://dotnet.microsoft.com/en-us/download/dotnet

3.2.2 YcraHoBka moayns url rewrite ana IIS

CkauaTb 1 yCcTaHOoBUTb cooTBeTcTBYlowyto OC Bepcuto moayns URL Rewrite ang IIS.
https://www.iis.net/downloads/microsoft/url-rewrite #additionalDownloads

3.2.3 [o6aBneHune B peecTp paspelleHns AJINHHbIX url

1. 3anyctutb dann HttpSysRegistry.bat (ccbinky Ha dain B3aTb Yy CUCTEMHOIO aAMMHUCTPATOpa) C
npaBamMu aaMMHUCTpaTOpa.

2. TMepesarpysutb OC.

3.3 YcTaHOBKa M HAaCTPpOMKa TOHKOro kameHrta — backend

1. CkauyaTb apxuB MO CCblSIKE, NPefOoCTaBNEHHbIM CUCTEMHBIM aAMUHUCTPATOPOM.
2. PacnakoBaTb apxuB B nanky C:\rmp-backend

ABTOMaTM3MpOBaHHasA cucTteMa y4yéta 4OroBopoB
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3. OtkpbiTh IIS.

4. B NneBOM MEHIO pacKpbITb CMMCOK U HaxxaTb NPaBON KHOMKOM no canTam. Haxatb «[Job6aButb Beb-
canT».

5. 3anosiHuUTb CornacHoO CKpUHLLOTY:

Jobaeuts eeb-canr ? X

Wma canra:

]rmp-backend J [rpm-ba;:ker;d = ] Buibpats...

Karanor COAEPXNUMOTo

Dusnyeckuii nyTe:
IC:\rmp-backend ‘ I l

Mposepka noanuHHOCTH

Moakn. kak... Tect HacTpoex...
Mpueszka
Tun: IP-agpec: Mopm:
http v | |Bce HeHasHaueHHbIE vl [8081 ’
Wms y3na:

l

Mpumep: www.contoso.com unu marketing.contoso.com

3anycTuTts Beb-caiiT ceivac

OK OrtmeHa

3.4 YcTaHOBKa M HacTpouka Beb6-knmeHTta - frontend

CkavyaTb apXxuB Mo CCblSIKe, NpeaoCcTaB/eHHON CUCTEMHBIM aAMUHUCTPATOPOM.

PacnakoBaTb apxuB B nanky C:\rmp-frontend

OTtkpbITh IIS.

B neBOM MEHI0 pacKpbITb CMMCOK M HaxXkaTb NMPaBoOi KHOMKOW No canTaM. HaxaTtb «[obaButb BE6-
canT».

3ano/IHNTb COrfTacHO CKPUHLLOTY:

PR

o
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Jo6asuts eeb-caiit ? X
Wma caiira: Myn npuaoxeHuit:
lfmp-frontend I Irpm-frontend I | Buibpars... i
Karanor coaepxumoro

Dusnyecknii nyTs:
|C:\rmp-frontend I v |

Mpoeepka nognnHHOCTH

‘ Moaxn. kak... Tecr HacTpoek... ‘
Mpuesska
Tun: IP-agpec: MopT:
http v IBce HEHA3HaYEHHbIE v] [8080 l
Wma yzna:

Mpumep: www.contoso.com unu marketing.contoso.com

[ 3anycrurs eeb-caiir ceiivac
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3.5 NMpoBepka paborocnocobHocTn ACY/Q

OTkpbITb 6pay3ep, B agpecHol cTpoke 6pay3sepa sBectn URL, NnpeaocraBfieHHbI CUCTEMHBIM
aAMUHUCTPaTOPOM. [ONXKEH OTKPbITLCA MOSIb30BaTENbCKUIA MHTepdec paboyero MecTa nofb3oBaTens
undpoBoit NnaTthopMbl CEPBUCOB MO YNPaBfEHUIO XU3HEHHbBIM LIUKMIOM BO3AYLUHbIX CYA0B U X arperaTos.
TecToBble YUYETHbIE AaHHbIE:

° Jorunu: npeanocraBndeT CUCTEMHbBIN aAMUHUCTPATOP.
. I'Iaponb: npegocraBndeT CUCTEMHBIN aAMUHUCTPATOP.

=
0 vn -
AC- 4 .logic [ OnapwH Auatonuii -,
(TECT) PyosoacTao
25 WndonaHens WHdonaHenb
g [10roBOPH Ha €OMAacoBaHUM 8 WcnonHenme forosopos O3 / Sranbi 5/6 VicnonkeHue forosopos KOMM 4
B porosopsi ~
& 7 a3 | @ o a4 R 4
o Kownas yKowparenra 8 pasore Mangcns  Mancamcny  Sunomes  Oser 8 padors
Bee o
locobopoH3aka3
JoroBopbl Ha cornacosaHUKM Ha 14.03.2025
Kommepueckme
Bun
Per N2 Dara pn/ Craryc
1N BHYTPEHHMX HyMa norosopa Negoromopa . 1T KoHTpareHt Npepmer gorosopa Liena, py6. e,
Ha cornacosanmn BH. Hy®Z 68/24. 01102024  AO "AdoekT" [lorosop apeHae! :‘;‘::Z‘Z" &%
49 NaprHepcive cornawenns Artectauus JIBC B cocTaBe WeCTHAALATA
ABTOMATUIMPOBAHHBIX PABOUMX MECT
roz 22/22  220-22/ATH 12092022 3AO "HIMO "Swan” (APM) 1 ueTbipex cepeepos Ha 160 000,00 P &
cooTBeTCTEME TPEBOBaHMAM Kiaccy T
@& Cornawenun o HepasrnalueHun @CT3K Poccum No 2alumTe MHpOPMaLmnM
KOHOHAEHLMANBHOrO XapaKTepa
Cueta Ha noctaaky ros 03/24  20-01/24 18092024 ACTUKMMEHWBM. o o acosatuA 03, EcTn cueta wozoop AHHE &5
Xpyleea Kutxanosa
TMAO "Koeuueckan Anma .
n s
@€ omers o3 05/24 2609 6082024 o Cornacosanme [03 BceMu ponsamm 5000000 e o &
o3 6724 0006724 01052024  AC "MCKeTodHC" 66/24 test 4535 woo00p AHHE &
[ DoxymenTs komnatiam Kukxanosa
_ KOMM 06/24 345 18.092024  AQ'TPLLMakapeHke" [loBasneHo [IC Yepes cormmacoBaHue ﬁg::‘;” &5
B crpasousikia .
. . TecT BO3MOMHOCTM 3aMeHbl Gaiina no Anma .
BH. Hywa 024 5[5 01102024 A "MICKeTOHC! B 100000 (e &
A3
g "TpeseHTaLmMoHHasn Anma .
BH. Hywa 0824 1410 14102024 B TecT cornacosakms, AoGaBnenHe xo3 o anosa &
NONUKINHKUKE"
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